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E N F O R C E M E N T

Trade data allows members of the intellectual property and legal communities to deliver

results that cannot be obtained anywhere else. Not only is the information actionable, it is

timely and affordable enough for nearly every situation.

Protecting IP Through Trade Data Intelligence

BY PAUL RASMUSSEN

P rotecting intellectual property in the international
business environment is extremely difficult—
jurisdictions and borders blur the lines of enforce-

ment. As products are brought into the United States
some clarity begins to enter the picture. However, find-
ing the evidence and taking effective actions can be dif-
ficult without knowing exactly how a brand is being
damaged and by whom. Analyzing the trade data pro-
vided by the U.S. government can be a productive
method of investigation and evidentiary collection.

Trade data information provides a clear picture of
what products are being imported and exported to and
from the United States and can be used to lay the
ground work needed to prove an intellectual property
case. To begin using trade data in these situations, one
must first fully understand what trade data is, what in-

formation can be derived from it, how to procure the in-
formation, and how other legal professionals have used
the information to cost effectively pursue cases. Trade
data can drive results for both attorneys and their cli-
ents with uses that extend beyond the IP world.

What Is Trade Data?
Trade data provides information on the movement of

physical goods (raw materials and finished products)
from one country to another, including exports and im-
ports. This information can come in the form of high-
level statistical data (outlining total trade volumes be-
tween countries or for a given commodity code) or very
detailed shipment reports (outlining actual companies
and products at a bill of lading/manifest level). Mostly,
this information is collected by government sources;
however, it is typically disseminated by private compa-
nies that work with government agencies.

While the most common form of trade data is U.S.
Census merchandise trade data from which a signifi-
cant portion of the U.S. trade deficit is derived, U.S.
Customs data, also known as manifest or bill of lading
data, has the most value for members of the IP commu-
nity. This information can be used to prove companies
have exported goods to the United States or to show
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that a product has been received by a U.S.-based party,
thus showing shipment histories.

U.S. Customs and Border Protection collects infor-
mation on every shipment entering the United States at
a bill of lading level using the Automated Manifest Sys-
tem (AMS). This information shows who (Consignee)
imported what, how much, and from where it came
(Shipper). U.S. Customs data, as it is commonly known,
is the most detailed source of information that interna-
tional trade professionals can access.

While the high level of detail on this information is
great, there is no significant standardization of how
companies document product and commodity names.
Importers are responsible for the information provided.

In addition, only waterborne imports are electroni-
cally provided by U.S. Customs, which encompasses
over 70 percent of import activity. However, this data
does not include truck, rail, air, or export activity.

U.S. Customs manifest trade data is available
through the Freedom of Information Act and is pur-
chased directly from the U.S. government. In accor-
dance with U.S. government regulations, individual im-
porters can have some information removed from the
dataset, specifically the names of companies involved
with the transaction.

Below is a sample of the manifest data that is pro-
vided by U.S. Customs:

Procuring Trade Data
Purchasing U.S. Customs trade data from the govern-

ment is cost-prohibitive for nearly every importer, legal
professional, and transportation company. There are a
select set of trade data providers that supply this infor-
mation to the public via subscription access or selling
reports on specific criterion. Typically, the preferred
method of delivery for IP professionals is subscription
access, as it allows for ongoing monitoring, but reports,
in the form of PDF or Microsoft Excel� documents, can
have significant value for specific cases.

Providing timely data is a huge challenge; U.S. Cus-
toms releases the data to providers on a daily basis and
different providers expose this information for their
customers at different rates. The sheer volume of im-
port trade transactions (around a million a month), re-
quires providers to take storage and processing con-
straints into consideration and this impacts how timely
the data is (within days or weeks of shipment arrival)
and how much history they provide (from the last 12
months or up to six years). Finding a provider that
meets the requirements of the situation is an important
part of using trade data.

How legal professionals use trade data in different
types of cases:

Anti-Counterfeiting
Working on counterfeiting cases is a common use of

trade data. Users appreciate the ability to see the actual
shipment data that the counterfeiters and their custom-
ers submitted to U.S. Customs. This use of the data has
greatly expanded over the last five years and coincides
with U.S. Customs’ increase in seizures.

Working with authorities allows importers and their
legal counsel to take swift action against the violators of
their brands. They use the data as evidence in seizure
cases presented to U.S. Customs or in court.

How IP practitioners use trade data is a two-step pro-
cess. They search specifically for the parties that are
suspected of counterfeiting their goods. This shows
them exactly how the counterfeiters have listed their
products for the period they believe the shipments en-
tered. This can include looking at specific locations and
parties that are suspected of being used in the counter-
feiting or transportation of the products.

Once they have identified all the parties and types of
shipments involved, they look at the shipment history to
define a timeline and ascertain the depth of the viola-
tion. Finally, they present their findings to proper au-
thorities.

Brand Protection

Protecting one’s brand with trade data is a proactive
and continual process. Instead of looking at a specific
importer or shipper, brand protection teams look for in-
stances that their products are being imported.

Often times, the specific brands are listed in the prod-
uct descriptions by the parties involved. If the imports
are not authorized uses of the brand, actions can be
taken by U.S. Customs to seize the goods, sometimes
before they reach the consignee of the merchandise.

Continuous vigilance is needed to effectively protect
brands with trade data. In practice, this usually means
that the assigned individuals log into the trade data tool
that they have subscribed to on a weekly or monthly ba-
sis. They search and download the most up-to-date in-
formation; this shows them the shipments based on
their criteria that entered the United States in the last
week. They then conduct new searches based on the in-
formation in the data and investigate any new brands or
companies that others have identified.

Gray Market or Parallel Trade
When products that are legally produced for a spe-

cific market are imported or diverted back without au-
thorization to the United States, a case of gray or paral-
lel trade has occurred. For example, packaging and la-
beling requirements differ from one country to another
and if products are imported with information that does
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not meet U.S. standards, penalties can be leveled
against the brand holder. Another damaging situation is
if the ingredients or the composition are not within U.S.
guidelines.

Trade data is used to ensure that customers and dis-
tributors are correctly sending products to the United
States. This requires tracking shipment data for prod-
ucts and specific companies using a U.S. Customs trade
data application.

Users pay specific attention to shipments that have
an origin where authorized products are not produced
or the products produced for those markets do not meet
U.S. standards. In addition, shipments that transit
through locations that they should not have are indica-
tions that a shipment could be gray market.

Anti-Dumping
While not an intellectual property issue, antidumping

is an important issue for many commodity-based indus-
tries. To develop the information needed for an anti-
dumping case, trade data can be a cost-effective method
to show products that have been illegally imported at
below market prices. This requires using U.S. Census
trade data to show the imports from a specific country
of a single harmonized tariff code. Then, U.S. Customs
trade data can show which companies were involved in
the shipments for the same timeframe, making for a de-
tailed case that can be brought to the World Trade Or-
ganization.

In-depth pricing analysis can be done using U.S. Cen-
sus data to show the average price per kilogram for a
specific product for a country of origin. For example, if
an industry is investigating low commodity prices, it
does a series of analyses of the import data for that
country. First, it looks at the average price for the prod-
uct over a period of time and then combines it with the
total amount of product that entered the country to
show when large quantities came to the market. See the
graph below for an example of this analysis.

The obvious ongoing theme of the above examples is
that continuous monitoring is an important part of us-
ing trade data in your practice or business. While there
are examples of using trade data intermittently to en-
sure that your brands and products have not been
abused, it increases the risk of missing a shipment and
delays the response that can be delivered.

When parties constantly track every shipment enter-
ing the country that relates to their interests, there is
the ability to notify U.S. Customs and have them take
action before a shipment reaches the consignee. Every
day that legal professionals can keep counterfeit and

unauthorized product off store shelves can mean mil-
lions for their clients and companies.

Companies may use trade data for several purposes
outside of IP, allowing them to spread the cost of access
across multiple departments and ensure that the maxi-
mum benefit of the data is achieved. For example, a
marketing department uses trade data to analyze the
market in order to derive better forecasts. They take the
specific information to understand both what their com-
petitors are importing and what trends exist in the
products that they manufacturer or sell.

Sourcing and supply chain departments reduce costs
by easily finding new sources for commodities and
manufactured goods and also by tracking their own
suppliers. Finally, sales teams use the specific dataset to
target potential clients, selling services like logistics,
trade financing and insurance.

Conclusion
Trade data allows members of the intellectual prop-

erty and legal communities to deliver results that can-
not be obtained anywhere else. Not only is the informa-
tion actionable, it is timely and affordable enough for
nearly every situation.

By ensuring that brands are not infringed upon and
international laws are followed, users proactively pro-
tect their property rights and save their companies and
clients millions in lost revenue and fines. Trade data is
a tool that should be used in any legal situation that in-
volves international trade to the United States because
it is the most detailed information available to prove
how companies and individuals have imported prod-
ucts.
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